




THE PROBLEM · A BOUNDARY YOU DON'T CONTROL

Three artifacts built for a slower world

The annual questionnaire.  Sent once, answered once, filed. The vendor changes its stack the following month and nobody asks 
again for eleven months.

The spreadsheet of dates.  BAAs, DPAs, MSAs, NDAs — tracked by whoever inherited the sheet. The expired one surfaces during the 
deal, or during the investigation.

The evidence hunt.  Six weeks before every audit, screenshots and emails are collected by hand to prove things that were true all year 
— but only provable in that window.

Now add AI.  Vendors ship agents that act on your data. Your own teams run copilots on it. The old three artifacts have no row for 'what 
is this agent allowed to do?'

ASSESS GATE AGREEMENTS AI INVENTORY EVIDENCE PROVE
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WHY ANNUAL BREAKS IN THE AI ERA

The cycle got shorter than the review

•  Vendors change monthly, reviews run yearly.
Model swaps, new sub-processors, new agents — each one a material change to what you approved.

•  Auditors and customers now ask continuously.
SOC 2 Type II, HITRUST, HIPAA and the EU AI Act all expect evidence over a period, not a snapshot.

•  The boundary is bigger than IT.
Business units buy AI tools on a card. The first time compliance hears about it is the questionnaire from your customer.

•  Board-level accountability landed.
NIST AI RMF, ISO 42001 and the EU AI Act name the accountable executive. Annual is no longer defensible.
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THE CONTINUOUS OPERATING MODEL

Six moves — each one replaces a manual cycle

1.  Assess every vendor against one standard question 
set
Mapped to SOC 2, HIPAA, HITRUST, ISO 27001, NIST 800-53 and the EU 
AI Act — so one answer serves every framework.

2.  Gate onboarding until the vendor clears it
Status is a control, not a label: 'Assessing' blocks, 'Approved' unblocks.

3.  Keep every agreement current automatically
BAA, DPA, MSA, NDA in one register with 30 / 14 / 7-day reminders.

4.  Inventory every AI agent and hold it to a written 
autonomy policy
Yours and your vendors' — classified by risk, with a kill switch.

5.  Let evidence collect itself
Controls monitored continuously; packages assembled from the record, 
not from screenshots.

6.  Prove it on demand
A tamper-evident trail and a Trust Center — for the auditor, the customer 
and the board.
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MOVE 1 · ASSESS

One standard question set 
for every vendor

•  Every vendor answers the same bank —
Operations, Security, Compliance, Best practices, 
AI governance

•  Readiness per section at a glance: Security 8/9 
signed off, Compliance 4/10 — you see where to 
push

•  Criticality, PHI handling, SOC 2 expiry and next 
review on the same card

•  Completed questionnaires, SOC 2 reports and 
pentests attached to the vendor, not an inbox

→ Same questions, every vendor, every year —
comparable answers.

Vendors → Third-party register → Supabase
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MOVE 1 · BOTH DIRECTIONS

Questionnaires in, 
questionnaires out

•  Issue the standard set to vendors — or paste 
the 300-question one a customer sent you

•  KGAI drafts every answer from your real 
posture: approved policies, BAAs, personnel, 
dispositioned findings

•  Each answer carries a confidence and cites the 
governing policy; humans approve, then export

•  Readiness score reflects answer confidence, not 
workflow — approving a weak answer doesn't 
close the gap

→ The same engine answers the questionnaire 
your customer sent you.

Questionnaires → Supabase — 2026 vendor security assessment
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MOVE 2 · GATE

Status is a control, not a 
label

•  'Assessing' holds onboarding; 'Approved' 
releases it — the register is the gate

•  Criticality and risk rating set the depth of review 
a vendor gets

•  Overdue reviews and expiring agreements 
surface on the row, before the renewal call

•  17 vendors on this tenant — every one with a 
status someone is accountable for

→ No vendor touches regulated data before it 
clears the gate.

Vendors → Third-party register
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MOVE 3 · AGREEMENTS

Every BAA, DPA, MSA and 
NDA — current, 
automatically
•  One register for all agreement types, with the 
executed document attached

•  30 / 14 / 7-day expiry reminders to the owner —
the expired BAA never surfaces in the deal

•  Agreements link to the vendor and to the AI 
system they cover

•  19 agreements on this tenant; the daily digest 
lists what expires this month

→ The spreadsheet of dates retires.
Governance → Agreements
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MOVE 4 · AI INVENTORY

Inventory the agents and 
hold them to a written 
policy
•  Every AI system — vendor-supplied or built in-
house — classified by risk under ISO 42001, NIST 
AI RMF and the EU AI Act

•  Per system: human oversight, evaluations, 
documentation, DPIA status, data it touches

•  An autonomy policy in writing: what the agent 
may do unattended, what needs a human, and the 
kill switch

•  7 systems on this tenant; patient triage and 
claims coding flagged high-risk

→ 'Do you have an AI inventory?' is now the 
first question on every questionnaire.

AI Governance
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MOVE 5 · EVIDENCE

Evidence that collects itself

•  196 controls across 15+ frameworks — SOC 2, 
HIPAA, HITRUST, ISO 27001, NIST 800-53, PCI 
DSS, CIS, EU AI Act

•  Controls monitored continuously; readiness per 
framework is a live number, not a quarterly 
estimate

•  Evidence packages assembled from the record 
— the auditor gets a period, not a snapshot

•  Policies, personnel, agreements and findings 
feed the same evidence library

→ Six weeks of screenshot hunting becomes 
an export.

Compliance Profile
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MOVE 6 · PROVE

Tamper-evident, and public 
where it should be

•  A hash-chained, append-only audit trail —
tampering is detected and pinpointed

•  A public Trust Center for customers: 
frameworks, monitored controls, last assessed 
date

•  The questionnaire your customer was going to 
send you gets shorter — or disappears

•  SSO / SAML and SCIM so the whole 
organization works inside the same record

→ Audit-ready every day looks like this.
kollguard.com/trust/northwind-demo
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APPENDIX A1 · COVERAGE

196 controls · 15+ frameworks

•  SOC 2 (TSC 2017)

•  HIPAA Security & Privacy Rules

•  HITRUST CSF

•  ISO/IEC 27001:2022

•  NIST SP 800-53 · NIST CSF 2.0

•  PCI DSS 4.0

•  CIS Controls v8

•  GDPR · CCPA

•  EU AI Act · ISO/IEC 42001 · NIST AI RMF

•  IEC 62443 (physical / OT)
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